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DISCLAIMER:
Science, Not Speculation

“Blockchain” word seach (Google Trend)

Price is only a consequence of 
the technology, not the origin

Look at recent past: why do we 
have the Web applications? 
● Because of an open TCP/IP protocol?
● ...or because of Google and Apple stocks 

prices?

We will not discuss about prices, 
trading, speculation etc…



“Blockchain”: Beyond the Hype
● Magic buzz-word for sounding “cool” (80% maybe 

non-sense)
● Potential revolutionary impact:

– Understand when it makes sense 
– ...but EVEN MORE when it doesn’t



● Physical VS Information Transfers
● Hash Functions, Proof-of-work, and Mining
● Asymmetric Cryptography
● Inside Blocks: Transactions
● Tools & Demo: Electrum
● Scaling Blockchains: The Trilemma
● Scaling to upper layers: The Lightning 

Network
● Open Research Topics and Challenges

Outline



Down to the “Rabbit hole”

(c) 2021 Digital Gold Institute



It’s Time to Reveal The Truth:



A Blockchain is a Chain of Blocks
It’s Time to Reveal The Truth:

Sorry for the disappointment...



Some Questions Remain Open...
● How are blocks chained?
● Why are blocks chained?
● What’s inside the blocks?
● Why can’t we have only a single block?
● This “chaining” is still in progress in this 

moment?
● How this started? How can stop?
● Who chains these blocks?



Not a Good Term, after all
“Bitcoin is a blockchain based technology”



Not a Good Term, after all
“Bitcoin is a blockchain based technology”

is something like…
 
“Humanity is a skeleton based biotechnology”





Enabling Key Concepts 
Cannot understand blockchain without understanding:

● The origins and motivations behind Bitcoin 
experiment

● The mathematical ideas that makes it possible:
● Hash Functions, Asymmetric Cryptography



….and how the different pieces related with each other 
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Let’s start from a Question

Is it possible to transfer something that is 
purely digital (information)?

Example: Some digital good, an asset...whatever can 
be assigned an owner

 



After Bob gives his digital asset to Lisa, he can also a give a copy 
of the file to Alice.

“Sending” digital content is 
actually ... “sending a copy” 

Example: 
What happens when I “send” an 
image to someone?

The Double Spending Problem





Information vs Physical Transfers
● Physical Transfers don’t have this problem:

Representation = Reality 
– Example: A physical apple

● I can actually move a physical apple from A to B:
– the apple is “represented” by the group of atoms

...but it also IS the the group of atoms

Map and Territory are the same



Information Realm is different:

● If you can read the information, you can also copy it 
perfectly.

● There  is no way to “hand over” information 

Source:TEDxYouth



If you have an apple and I have an apple, and we 
swap apples → we each end up with only one apple. 

...but if you have an idea and I have an idea, and we 
swap ideas → we each end up with two ideas.

Charles F. Brannan (1949)



Why bother? just exchange 
physical objects

● Historically known as “barter”,i.e., direct exchange of goods
– Lack of “Coincidence of scales”: can you buy a home 

with shoes?
– Lack of “Coincidence of time frames”: accumulate 

fishes to buy a car? What happens?
– Lack of “Coincidence of locations”: I want to sell a 

house to buy in another location, but you can’t transport 
the house



How to avoid direct exchange?

We need a way to make an “Indirect Exchange” 
of things, something that acts as a “medium”, as 
“store of value”



How to avoid direct exchange?

We need a way to make an “Indirect Exchange” 
of things, something that acts as a “medium”, as 
“store of value”

MONEY



Traditional Transfer of Value: 
Money

Once the Lisa receives this physical $10 bill, there is no way for Bob to re-use 
this money for some other transaction, as the physical currency is now in Lisa’s 
possession.



Let’s talk about money.



Money has evolved, since forever. 



Rai stones, used in 
Micronesia 
500AD - present day. 



Cowrie Shell Money. Some shell money 
in use up until late 1800s



Gold: still used today. Notably as store of wealth for nation states. 



What makes good money? Bad money?
● Durable: doesn’t perish
● Portable: easy to transport
● Fungible: one is interchangeable with another
● Verifiable: easy to check authenticity
● Divisible: support exchange of small amounts
● Scarce: can’t be abundant or easy to produce (iron is an 

useful metal, but...)



From Physical Exchange to Ledgers
● You can either exchange physical 

objects/money directly
● ...or you can replicate the state of 

the world by writing down what 
“happened” 

NOTICE: Tokens are inherently trustless; ledgers are not.  



● Every time you represent a real-world object as 
information, you run into the oracle problem: you need 
to trust someone so that the information reflects reality 
accurately. 

The Oracle Problem



● It’s not always feasible to carry 
around physical money

● Nowadays traditional exchange of 
value is performed on ledgers 
managed by trusted third-parties

● This comes with pros and cons

Traditional Exchange of Value



How does where you live change your view?



Short Recap of Transfer
● Direct exchange of physical goods is ok (no 

trust required)
● ...but barter became unpractical 
● Exchange of physical object used as “store of 

value” (money) was the solution
● ...but eventually the use of “ledgers” is needed 

in world-wide economy→ trusted authorities



● Censorship/Reversal of events, 
there’s no physical “checkpoint”

● No replication cost!

Let’s go back to Pure Information
It’s like having the Map(information) without having the 
Territory (physical object)
Same “trust” problems of ledgers...but even worse!



Is it possible to represent and transfer a purely digital 
asset without requiring Trusted Authorities?

is it possible that a set of entities agree on the status of 
some “digital reality” without trusting each other?

Main Question (revised version)





 Mission (Impossible?)
1)No need for trusted source, not even a global notion of time

2)Agree on sender and receiver without trusted sources

3)Entities not trusting each other agree on some “digital reality”



The CypherPunk Movement
● In 1992, three Bay Area computer 

scientists launched a new mailing list 
“cypherpunks” for discussing 
cryptography, mathematics, politics, 
and philosophy.

● The shared a core conviction: the 
Internet would soon become an 
important battleground for human 
freedom. 

● Use cryptography to enable digital 
freedom and censorship-resistance 





● Years of failed attempts, 
mainly due to 
centralizalization points

● On Oct 31, 2008, an 
unknown user (Satoshi 
Nakamoto) posted a 
message with a paper

https://bitcoin.org/bitcoin.pdf

https://bitcoin.org/bitcoin.pdf


An opensource implementation was released and on Jan 
3d, 2009, the first genesis block was mined



● In the next months, cypherpunks, hackers, scientist 
become interested and joined the network

● On Dec 2nd, 2010, Satoshi made a last post, 
disappearing since then:

https://bitcointalk.org/index.php?topic=2216.msg29280#msg29280



https://99bitcoins.com/bitcoin-obituaries/

...after 13 years, the Bitcoin experiment 
it’s still running

https://www.bitcoinisdead.org/
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Key Concept: Hashes
● A hash function is a type of mathematical function which turns data into a fingerprint 

of that data called a hash. 
● It’s like a mathematical mixing algorithm which takes the input data and turns it into 

an output of a fixed length, which represents the fingerprint of the data.
● Bitcoin uses SHA256, which produces an output of 32 bytes (256 bits)



Key Concept: Hashes
When you hash the phrase:
“hello UNICT students” 
you get this fingerprint (shown in hexadecimal):

6d02cc6fef85fb4ccdc4a0435f8c9458ffde5ad99af11878de0940236d7a300b

DEMO: Check it out at: 
https://emn178.github.io/online-tools/sha256.html

https://emn178.github.io/online-tools/sha256.html


● What happens when you change, even just a little, the input?



Hash Properties
Deterministic(1) Random oracle(2) Fixed size(3)



Hash Properties
Collision resistance, Irreversibility (pre-image resistance)



Properties of Hash Functions
● Deterministic: given an input x, the resulting H(x) is always the same
● One-way (irreversibility): If you have x, It’s easy to calculate H(x)

...but if you have only H(x), It’s unfeasible to back-calculate the original 
data x from the hash. 

● Collision Resistance: you cannot find two different x and y so that H(x) = 
H(y)

● Random Oracle: If the input data changes in the slightest, the hash 
changes in an unpredictable way



Hash Functions are One-way
● Counterintuitive: Simple instructions can generate 

irreversibility
– Rotate that egg three times on the table (ok, easily 

reversible)
– Drop that egg on the floor (irreversible!)

● One-way functions: They are easy to do in one 
direction...But reversing them it’s practically impossible 

● Just like it is practically impossible to unscramble an 
egg, it is practically impossible to unscramble a hash 

https://github.com/B-Con/crypto-algorithms/blob/master/sha256.c



Key Concept: Use Hashes to 
Chain Blocks

● Each block collects a list of “events” (transactions)
● Not using incremental numbers to order the blocks (e.g., book style)
● Instead, we put additional data, containing the hash of the previous block



Counter example: Book Analogy

What happens to pages 44 and 46 if you 
change a single word in the page 45 of a 

book?

...nothing!



Tamper-proof Structure
● Hashes are simple to compute x → H(x), thus each node can quickly verify 

that each block is connected to the right one!
● Hash is computed on (data+previous_hash)
● If data of block “n” is alterered, all subsequent blocks will have wrong 

hashes



Attacking the Chain
The modification of a block would require the recomputation of the all 
the hashes for the subsequent blocks...



Wait a Moment….

…we just said before block, 
hashes are easy to compute in 
the x → H(x) direction

Thus, a malicious attacker could 
still want to use its computing 
power to recompute all hashes 
trying to rewrite an 
“alternative reality” of 
blockchain!
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Proof-of-Work
The hash of a new block MUST BE lower than a target→NOT EASY! 



Key Concept: Proof-of-Work
● The number of zeros represents a “difficulty”
● To propose a block, a node assembles the data of 

transaction and then tries to change several times an 
additional numeric field called Nonce 

● For every Nonce tried, the resulting hash would be very 
different

● The Nonce has no particular meaning, just to have a 
different hash (Nonce = number to use “once”)



DEMO: Find the Nonce

TRY the Luck! 
Try to produce an hash beginning with one 

or more zeros at:

https://emn178.github.io/online-tools/sha256.html

https://emn178.github.io/online-tools/sha256.html


Accepting a new Block
● Nodes trying to find the next Nonce are called Miners
● Every node can easily verify that the new block hash 

computed of the whole block (data+nonce+prev_hash) 
is correct



Chain Security: 51% Attack
● An attacker should not only find the hash for 

the block to be altered, but also for all the 
next blocks 

● The longest chain is the real one:  the 
attacker should be faster than the sum of all 
the other computing nodes in the world 
(51% attack)

● This would require an incredible 
computational and economic effort, which 
would be noticed very quickly.

● The result would be only to create an 
alternative chain of poor value, thus make 
useless that effort of the attacker



● Because of the proof-of-work, the 
chances of a block being altered 
decrease exponentially with the number 
of blocks chained after it

● The chain of blocks is a history of 
transactions resilient to network 
attackers because it cannot be altered 
without huge resources

● The number of confirmations an user 
should wait depend on relevance of the 
transaction

Security & Finality



In rare case, particular situations can 
occur:

● While searching for the next block, 
using the hash of the last block (white 
star) two miners find two different 
blocks with an hash that satisfies the 
current required difficulty

● Each of them will start broadcasting 
its own “vision” of the current 
blockchain status



We cannot say that one is the true 
one, and the other is false:
● They are both correctly mined, 

using the hash of the “white star” 
block. 

● But, depending on the network 
condition, each node will choose 
the first received



● Suppose a miner belonging to the “white 
triangle” branch of the chain finds the next 
block (green square), it will add to that chain

● Now, the “green square” chain, based on the 
“white triangle”, is the longest chain

● Notice: we are still not 100% sure that this 
will be the block sequence, because the 
other is only one block shorter

● In theory, another “coincidence” could 
happen, and a node of the “orange” side 
could find a block and make the chains of 
the same length 



There are 10 mins on average between 
blocks, and new blocks are propagated very 
quickly, so eventually one of the will prevail 
as the longest.

Notice: all the transactions that were 
included in the “orange triangle” but NOT in 
the “white triangle”, will be put again in the 
waiting list (memory pool)
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Miners 

The search for the next “0000xxxx” hash is 
called “Mining”. 

● When a node finds the new block, it is entitle 
of a piece of digital asset 

● Analogy: like “miners” finding gold, searching 
for rare numbers

Profit = block reward – costs (electricity, hardware,labor)

Why would a node ever want to participate in this research?



Node

Miner

Node

Node

Node

Miner

Node
Node

New block 
found!Miner Node

Send for 
verification

Once verified, nodes add block 
to their copy of the ledger and 
relay it

Blocks are valid if they: 1. Obey protocol rules
2. Meet PoW requirements

Nodes collect and broadcast events 
that could be potentially included in 
future blocks

Verification remain a decentralized 
process to keep miners honest

Miners & Nodes





Key Idea: Difficulty Adjustment
● The number of zeros required in the resulting block hash represents a 

“difficulty”
● Bitcoin protocol updates automatically so that a new block is created 

on average every 10 minutes
● If more nodes add computing power, the number of zeros required is 

automatically updated by the protocol (more zeros → more difficulty).



https://bitinfocharts.com/comparison/bitcoin-hashrate.html#3y

Difficulty Adjustment



● Checkout the current memory pool at: 
mempool.space

● Empty pool → less competition for being included 
in the next block → good moments for moving

● Funny, but real: 
https://txstreet.com/v/btc



FUD Questions

● FUD: fear, uncertainity, doubt
● Some recurrent topics seems among people outside the 

technology
● Not necessarily unmotivated: It happens for every disrupting 

tech (e.g., internet, electricity)
● FUD has a positive side anyway:  motivating yourself 

towards a better understanding



FUD Classics: “Mining is a waste of energy” 

Energy usage cannot be discussed 
ignoring the purpose of its usage: 

“All Washing machines of the world 
globally consume XYZ ”

● It’s always a trade-off, you don’t clean clothes, you have more 
free time, etc…

● Pushing towards clean energy production (carbon free) & more 
efficient Washing Machines, NOT just discussing XYZ 



Bitcoin network provides a cross-country, 
censorship-resistant, trustless digital asset

● a more appropriate comparison should be against the 
total energy usage of the entire international wire 
transfer/ cash system (offices, people using cars to go 
to such offices, servers, ATM etc...) 

● ...or against gold mining, if we think BTC asset as a 
“store of value”

https://bitcoinminingcouncil.com/wp-content/uploads/2021/07/2021.07.01-BMC-Q2-2021-Materials.pdf



...But also mining has a unique features that differs from 
other industry energy use cases:
– Location Agnostic: mining hardware can move in different 

places
– Memory-less/Interruptible: the mining can be turned 

off/on, no continuity is required for the completion of a 
production task

– Due to the above peculiar features, bitcoin mining is 
gaining traction as a solution to incentivize green 
energy production



https://twitter.com/callebtc





http://squ.re/BCEI-whitepaper

https://www.newsweek.com/bitcoin-mining-americas-most-misunderstood-industry-
opinion-1669892



Impossible Mission?
1)We must guarantee the order of events
2)Ensure that sender and receiver are the correct ones 

3)Entities not trusting each other agree on some “digital reality”



Blockchain = Timechain
Causality: it’s impossible to calculate the hash a block before the 
previous



● Proof-of-work is the anchor 
between informational realm and 
physical world,  because 
computation requires real-world 
energy

● Blocks cannot be produced with 
“fake” energy, the block itself is 
the proof of the negative entropy 
generated (hash 00000000xxxxxx)

A block not only describes “what happened”...but 
it also IS “what happened”
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