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Two-Factor Authentication (2FA) User Guide 
 

Step	1.	Install	Google	Authenticator	App 

Download and install the Google Authenticator application on your smartphone: 

 Android (Google Play Store) → Google Authenticator 
 iOS (Apple App Store) → Google Authenticator 

 

Step	2.	First	Login	and	Setup 

1. Enter CAPTCHA 
You will be asked to solve a CAPTCHA challenge. 

2. Enter your cluster account password 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

3. A QR code will be displayed in your terminal/browser during the setup. 
4. Open Google Authenticator on your phone → tap the “+” button → select Scan a QR 

code. 
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5. Once scanned, a new entry will appear in your app, e.g.: 

Cluster: admin1@login 

6. Verify Code 

 Google Authenticator will generate a 6-digit one-time code that changes every 30 
seconds. 

 Enter the code when prompted. 

Step	3.	Logging	in	After	Setup 

For all future logins: 

1. Enter CAPTCHA 
2. Enter Verification Code (6-digit number from Google Authenticator app) 
3. Enter your cluster password 

 
 
 

1. Then enter Verfication Code 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

2. Then Enter user password 
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Step	4.	Regenerating	QR	Code	or	Secret	Key 

If you need to reset your Google Authenticator setup (e.g., lost phone, reinstall): 

1. Log in to the cluster and run: google-authenticator 
2. This will: 

1. Generate a new secret key 
2. Display a new QR code (scan this with Google Authenticator app) 
3. Provide backup codes (emergency codes) 

3. Follow the prompts: 
1. Update .google_authenticator file → y 
2. Disallow multiple uses → y 
3. Increase window size → y 
4. Enable rate-limiting → y 

4. A file ~/.google_authenticator will be created in your home directory. 

⚠ Important: Save the 4–5 emergency backup codes somewhere safe (e.g., offline notebook or 
password manager). These can be used if your phone is unavailable. 

Best	Practices 

 Always keep your phone with Google Authenticator accessible when logging in. 
 Do not share your QR code, secret key, or emergency codes with anyone. 
 If you lose access to your authenticator app and emergency codes, contact the system 

administrator to reset your 2FA. 

Summary: 

1. Install Google Authenticator on your phone. 
2. First login → CAPTCHA → Password → Scan QR → Verify code. 
3. Future logins → CAPTCHA → Code → Password. 


