Two-Factor Authentication (2FA) User Guide

Step 1. Install Google Authenticator App

Download and install the Google Authenticator application on your smartphone:

e Android (Google Play Store) — Google Authenticator
e iOS (Apple App Store) — Google Authenticator

Step 2. First Login and Setup

1. Enter CAPTCHA
You will be asked to solve a CAPTCHA challenge.
2. Enter your cluster account password
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P5 C:\Users\DELL> ssh cdacadminl@j..i.. Ryaisdsmadssss n 4y22
(cdacadminl@ r access to this host, then you must indulge me in a simple challenge.

Observe the picture below and answer the question listed afterwards:

INTININININININN
(clolJdlgqltlTIlH]IU)
|V VP VAV A WV W VAV A W W
Type the string above: GOJatTHU
(cdacadminl@p 1) Password:
Activate the wep consote witn: systemctl enable --now cockpit.socket

Last login: Thu Sep 18 12:15:14 2025 from 14.139.189.7

# Please scan this QR with Google Authenticator app:
otpauth://totp/cdacadminl@login®5?secret=NULLLVATIVWZTWKSDWREJS22XM&issuer=Cluster

QR Code generated. Marker file: /home/cdacadminl/cdacadminl_2fa.png

[cdacadminl@login®5 ~]$%

3. A QR code will be displayed in your terminal/browser during the setup.
4. Open Google Authenticator on your phone — tap the “+” button — select Scan a QR
code.



5. Once scanned, a new entry will appear in your app, e.g.:

Cluster: adminl@login

o

Verify Code

e (Google Authenticator will generate a 6-digit one-time code that changes every 30
seconds.
e Enter the code when prompted.

Step 3. Logging in After Setup
For all future logins:

1. Enter CAPTCHA
2. Enter Verification Code (6-digit number from Google Authenticator app)
3. Enter your cluster password
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PS C:\Users\DELL> ssh cdacadminl@p:: xhak 4422
The authenticity of host '[parc.i-.: n] UUZZ ([1e3. 246.106. 84]1:4422)' can't be established.
ED25519 key fingerprint is SHA256: QA+0YthQ7v232Wdla ! '+ ~+DW9+bOM.
This key is not known by any other names.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '[pa ac.in]:4422' (ED25519) to the list of known hosts.
ac.in) If you truly desire access to this host, then you must indulge me in a simple challenge.

Observe the picture below and answer the question listed afterwards:

/\/\/\/\/\/\/\/\
(QlslulJo]JH|R]|]O]|S)
\/\/\/\_/\_/\_/\_/\_/

Type the string above:
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PS C:\Users\DELL> ssh cdacadminl@ " I 4422

The authenticity of host '[par: C.oonl:dW22 (oogc.lbe o luco3.:0022)' can't be established.

ED25519 key fingerprint is SHA256:QA+0YhCcQ7v232Wd1aWdECe- : ooz -bOM.

This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '[ps - i r.ac.in]:4422' (ED25519) to the list of known hosts.

(cdacadminl@pare in) I+ you truly desire access to this host, then you must indulge me in a simple challenge.

Observe the picture below and answer the question listed afterwards:

AVAVAVAVAVAVYAVWA
(QlsJulJo|lH|[R|O]S)
\o/ \2/ \2/ \2/ \2/ \2/ \2/ \/

Type the strina above: QsUOHROS
(cdacadminigpz ac 5n] V. icati
(cdacadminl@p: Lac.an) Passwosd:
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PS C:\Users\DELL> ssh cdacadminl@-= n 4422

The authenticity of host '[params-. ~1-4422 ([103.246.106.84]:4422)' can't be established.

ED25519 key fingerprint is SHA256:QA+0YhCcQ7v232WdlaWdEC: | <3 1:)+bOM.

This key is not known by any other names.

Are you sure you want to continue cennecting fves/rn/[fingerprint])? yes

Warning: Permanently added '[pz 3 22.2n]:4422' (ED25519) to the list of known hosts.

(cdacadminl@par a) If you truly desire access to this host, then you must indulge me in a simple challenge.

Observe the pictu below and answer the question listed afterwards:
AVAVAWA
(Qlslulo

AVWAVAWA
HIRIOIS)
\_/ N/ NS NSNS NZ NS N

Type the string above: 0sUOHROS

(cdacadminl@ps n) Verification code:
(cdacadminl@pa::: & n) Password:

Activate the web console with: systemctl enable -—now cockpit.socket

Last login: Thu Sep 18 09:57:39 2025 from 14.139.109.7
[2FA] QR code already generated for cdacadminl.
[cdacadminl@login®2 ~1$

Step 4. Regenerating QR Code or Secret Key
If you need to reset your Google Authenticator setup (e.g., lost phone, reinstall):

1. Log in to the cluster and run: google-authenticator
2. This will:
1. Generate a new secret key
2. Display a new QR code (scan this with Google Authenticator app)
3. Provide backup codes (emergency codes)
3. Follow the prompts:
1. Update .google authenticator file — vy
2. Disallow multiple uses — y
3. Increase window size — y
4. Enable rate-limiting — y
4. Afile ~/.google authenticator will be created in your home directory.

A Tmportant: Save the 4-5 emergency backup codes somewhere safe (e.g., offline notebook or
password manager). These can be used if your phone is unavailable.

Best Practices

e Always keep your phone with Google Authenticator accessible when logging in.

e Do not share your QR code, secret key, or emergency codes with anyone.

o Ifyou lose access to your authenticator app and emergency codes, contact the system
administrator to reset your 2FA.

Summary:
1. Install Google Authenticator on your phone.

2. First login - CAPTCHA — Password — Scan QR — Verify code.
3. Future logins - CAPTCHA — Code — Password.



