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What is IDS?
�Intrusion

� A set of actions aimed to compromise the security
goals, namely

� Integrity, confidentiality, or availability, of a computing

What is Intrusion Detection System ?

� Integrity, confidentiality, or availability, of a computing
and networking resource

�Intrusion detection

� The process of identifying and responding to
intrusion activities



IDS: Taxonomy

�Location of Deployment

� Host based

• Monitor Computer Processes

• File Integrity Checkers (system files, checksum e.g. hash value)

IDS Taxonomy

• Log File Analysis (attack s are encoded in terms of regular exp.)

• Statistical Approach (session duration, CPU uses, no. of files open)

• System Call Monitoring (any deviation is compared with normal seq.)

� Network based
� Monitor Network Traffic 

� Packet Signatures

� Anomalous Activity



�Detection Methodology

� Signature based

• Detects known attacks whose syntax and behavior is

known

IDS Taxonomy

known

• Can not detects new or novel attacks

• Generate large number of False Positive Alarms



Intrusion 

Patterns

pattern 

matching

intrusion

Signature based IDS

activities

Example: if (src_ip == dst_ip) then “land attack”

alert ip any any − > any any (msg : ”BAD TRAFFIC sameSRC/DST”; sameip; 
reference : cve,CVE−1999−0016; url,www.cert.org/advisories/CA−1997−28.html; 
classtype : bad − unknown; sid : 527; rev : 3; )



�Detection Methodology

� Anomaly based

• Can detects both known and unknown attacks

• Create normal (and/or attack) profile from training data

Anomaly based IDS

• Create normal (and/or attack) profile from training data

set

• Require pure training dataset for profile generation

• Network packets are classified as Normal and

Anomalous based on the profile

• Detects patterns that do not confirm expected or normal

behavior

• Generate large number of False Positive Alarms
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Anomaly based IDS



IDS: Taxonomy

�Detection Methodology

� Event based

• Detects known attacks for which a signature can not be

generated

• These attacks do not change the syntax and sequence of

Event based IDS

• These attacks do not change the syntax and sequence of

network traffic under normal and compromised situation

• Detection is through monitoring the difference in

sequence of events (i.e. network packets) under normal

and compromised situations



Objective

Identify

Attacks
Test

Design

Detection

Mechanism

Model

Implement

IDS



Agenda
What is ARP?

� Address Resolution Protocol maps IP address to MAC address 

Purpose of ARP

32-bit Internet address

48-bit Ethernet address

ARP RARP

� ARP CACHE : IP – MAC Bindings

IP MAC TYPE

10.0.0.2 00:00:00:00:00:02 dynamic



Agenda
How ARP works?

� ARP Request is Broadcasted to all the hosts in LAN

Who has IP 10.0.0.2?

10.0.0.1

10.0.0.3

10.0.0.2

00:00:00:00:00:01

00:00:00:00:00:03

00:00:00:00:00:02

Who has IP 10.0.0.2?



Agenda
How ARP works?

I have IP 10.0.0.2
My MAC is 00:00:00:00:00:02

� Unicast Reply from concerned host 

10.0.0.1

10.0.0.3

10.0.0.2

00:00:00:00:00:01

00:00:00:00:00:03

00:00:00:00:00:02



Agenda
What is ARP cache?

� ARP cache : updated

10.0.0.1

10.0.0.3

10.0.0.2

00:00:00:00:00:01

00:00:00:00:00:03

00:00:00:00:00:02

IP MAC TYPE

10.0.0.2 00:00:00:00:00:02 dynamic



Agenda
ARP Packet

Ethernet : 1 IP : 0X800

OPCODE 

1: ARP Request1: ARP Request

2: ARP Reply

Size : 28 bytes 



Agenda
Why is ARP vulnerable?

� ARP is a stateless protocol

� Hosts cache all ARP replies sent to them even if they 

had not sent an explicit ARP request for it.

� No mechanism to authenticate their peer



Agenda
ARP-based Attacks

� ARP Spoofing

� Man-in-the-Middle Attack

� Denial-of-Service Attack� Denial-of-Service Attack

� MAC Flooding  ( on Switch )

� ARP Flooding

� DoS by spurious ARP packets



Agenda
ARP Spoofing

� Attacker sends forged ARP packets to the victim

I have IP 10.0.0.3
My MAC is 00:00:00:00:00:02

10.0.0.1 10.0.0.2
00:00:00:00:00:01 00:00:00:00:00:02

ARP Reply

IP MAC TYPE

10.0.0.3 00:00:00:00:00:02 dynamic

Attacker

Victim



Agenda
Man-in-the-Middle Attack

10.0.0.2

00:00:00:00:00:02

IP MAC TYPE

10.0.0.3 00:00:00:00:00:01 dynamic

10.0.0.1

10.0.0.3

00:00:00:00:00:03

00:00:00:00:00:02

Attacker

IP MAC TYPE

10.0.0.2 00:00:00:00:00:01 dynamic

00:00:00:00:00:01



Agenda
Man-in-the-Middle Attack

� Session Hijacking

10.0.0.2

00:00:00:00:00:02

IP MAC TYPE

10.0.0.3 00:00:00:00:00:01 dynamic

10.0.0.1

10.0.0.3

00:00:00:00:00:03

00:00:00:00:00:02

00:00:00:00:00:01

Attacker

IP MAC TYPE

10.0.0.2 00:00:00:00:00:01 dynamic



Agenda
Denial of Service

� A malicious entry with a non-existent MAC address can lead to a 

DOS attack

I have IP 10.0.0.3

My MAC is XX:XX:XX:XX:XX:XX

10.0.0.1 10.0.0.2

00:00:00:00:00:02

My MAC is XX:XX:XX:XX:XX:XX

ARP Reply

IP MAC TYPE

10.0.0.3 XX:XX:XX:XX:XX:XX dynamic

Attacker

Victim

00:00:00:00:00:01



Agenda
Denial of Service

� Victim unable to reach the IP for which the forged packet was 

sent by the attacker

PING 10.0.0.3 Request timed out.

00:00:00:00:00:01

10.0.0.1
10.0.0.2

00:00:00:00:00:02

IP MAC TYPE

10.0.0.3 XX:XX:XX:XX:XX:XX dynamic

Attacker

Victim

PING 10.0.0.3 Request timed out.



Agenda
MAC Flooding

� Attacker bombards the switch with numerous forged ARP packets 

at an extremely rapid rate such that its CAM table overflows

PORT MAC

1 00:00:01:01:01:01

2 00:00:02:02:02:02

…. ……

….. …….

10.0.0.1

00:00:00:00:00:01

Attacker



Agenda
ARP Flooding

� Attacker sends numerous forged ARP packets at the victim such 

that its ARP cache overflows leading to ARP Cache Poisoning

� Results in Victim unable to contact other hosts

Victim

IP MAC

10.0.11.12 00:00:01:01:01:01

10.0.11.15 00:00:02:02:02:02

…. ……

….. …….

10.0.0.1

00:00:00:00:00:01

Attacker

Victim



Agenda
DoS by spurious ARP packets

� Attacker sends numerous spurious ARP packets at the victim 

such that it gets engaged in processing these packets

� Makes the Victim busy and might lead to Denial of Service

10.0.0.1

00:00:00:00:00:01

Attacker

Victim

Spurious ARP Packets

Busy 

Processing



EXISTING TOOLS AND TECHNIQUES



Agenda
EXISTING TOOLS AND TECHNIQUES

� Static ARP Cache entries—Fixed IP-MAC pairs

� Huge administrative effort

� Does not scale on a large dynamic network

� One new/changed host affects all the hosts

� Port Security -- Bind switch port to specified MAC address and shut down 

pot in case of change in MAC address of a transmitter IP. 

� If the first packet sent has spoofed IP-MAC pair, then genuine packets 

may be dropped. 



Agenda
EXISTING TOOLS AND TECHNIQUES

� ARPWATCH

� maintains a database with IP-MAC mappings

� any change detected is reported to administrator using syslog/email

� ARP Defender� ARP Defender

� Hardware device running ARPWATCH

� ArpGuard

� keeps track of a MAC-IP mappings and alerts changes and invalid 

mappings

If the first packet sent has spoofed IP-MAC pair, then genuine packets 

may be dropped.



Agenda
EXISTING TOOLS AND TECHNIQUES

� Signature and Anomaly based IDS

� High number of false alarms

� Modifying ARP using Cryptographic Techniques� Modifying ARP using Cryptographic Techniques

� Secure-ARP - Digital Signature for authentication

� Ticket-based ARP – Tickets from Ticket-issuing Agents

Calls for Replacement of entire Network Stack

Additional overhead of cryptographic calculations

Change Standard ARP



AgendaEXISTING TOOLS AND TECHNIQUES

� Active Spoof Detection Engine

� Send TCP SYN packets to probe IP-MAC pairs 

� Receive SYN/ACK if port is open or RST if closed

� No response => malicious host 

Violation of network layering architecture

� Active Man in the Middle Attack Detector 

� IDS finds Systems with IP forwarding enabled

� Spoof the ARP cache of all such systems: Now all traffic forwarded 
by such systems reach IDS

Additional network Traffic

Difficulty in poisoning ARP cache of the attacker



AgendaMotivation: What is Required in an IDS for 
ARP attacks

� Should not modify the standard ARP

� Should generate minimal extra traffic in the network

Should not require patching, installation of extra � Should not require patching, installation of extra 
software in all the systems

� Should detect a large set of LAN based attacks



ARP ATTACK DETECTION 

USING DISCRETE EVENT SYSTEMUSING DISCRETE EVENT SYSTEM



Agenda
Network Architecture

� Port Mirroring is enabled at the switch

� E is working as IDS

IDS

A C E
Monitor Port

Attacker

A C

B

E

D

Switch
Probe Port



Agenda
Test Scenario



Agenda
ARP Request Handler

Event DTD

Store RQP

In AUTHT

Event DTD

Store RQP

In SPOOFT

Event RQP

Event PRQP
Send Probe  Request to RQPIPS



Agenda
ARP Response Handler

Event DTD

Event RSP

Event PRQP

Send Probe  Request to RSPIPS

Store RSP

In AUTHT

Event DTD

Store RSP

In SPOOFT



Agenda
Test Scenario (Revised)



Agenda
DES model: Normal Condition



Agenda
DES model: Request Spoofing



Agenda
DES model: Response Spoofing



Demonstration by Screen Captures



Demonstration by Screen Captures



Demonstration by Screen Captures



Demonstration by Screen Captures



Demonstration by Screen Captures



Demonstration by Screen Captures



Demonstration by Screen Captures



Demonstration by Screen Captures



Demonstration by Screen Captures



Demonstration by Screen Captures



Demonstration by Screen Captures



Demonstration by Screen Captures



Demonstration by Screen Captures



Demonstration by Screen Captures



Demonstration by Screen Captures
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