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7 What is Intrusion Detection System ?

* Intrusion

o A set of actions aimed to compromise the security
goals, namely

Integrity, confidentiality, or availability, of a computing
and networking resource

*» Intrusion detection

o The process of 1dentifying and responding to
Intrusion activities




IDS Taxonomy

s Location of Deployment
o Host based

Monitor Computer Processes

File Integrity Checkers (system files, checksum e.g. hash value)
Log File Analysis (attack s are encoded in terms of regular exp.)
Statistical Approach (session duration, CPU uses, no. of files open)

System Call Monitoring (any deviation is compared with normal seq.)

o Network based
Monitor Network Traffic

Packet Signatures

Anomalous Activity




IDS Taxonomy

“*Detection Methodology

o Signature based

Detects known attacks whose syntax and behavior is
known

Can not detects new or novel attacks

Generate large number of False Positive Alarms




Signature based IDS

pattern

N '
<> /.\matchmg

Intrusion —— Q /.\ lntrU.Slon

Patterns O
~_

activities 1\
-y

Example: if (src_ip == dst_ip) then “land attack”

alert ip any any - > any any (msg : "BAD TRAFFIC sameSRC/DST”; sameip;
reference : cve,CVE-1999-0016; url,www.cert.org/advisories/CA-1997-28.html;
classtype : bad — unknown; sid : 527; rev : 3;)



Anomaly based IDS

s Detection Methodology

o Anomaly based
Can detects both known and unknown attacks

Create normal (and/or attack) profile from training data
set

Require pure training dataset for profile generation

Network packets are classified as Normal and
Anomalous based on the profile

Detects patterns that do not confirm expected or normal
behavior

Generate large number of False Positive Alarms




Anomaly based IDS
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Anomaly based IDS
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Event based IDS

s Detection Methodology

o Event based

Detects known attacks for which a signature can not be
generated

These attacks do not change the syntax and sequence of
network traffic under normal and compromised situation

Detection 1s through monitoring the difference in
sequence of events (1.e. network packets) under normal
and compromised situations
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What is ARP?

% Address Resolution Protocol maps IP address to MAC address

L)

Purpose of ARP

32-bit Internet address

A

ARP RARP

\ 4
48-bit Ethernet address

<+ ARP CACHE : IP - MAC Bindings

10.0.0.2 00:00:00:00:00:02 dynamic



How ARP works?

+ ARP Request is Broadcasted to all the hosts in LAN

Who has IP 10.0.0.2?

10.0.0.2
00:00:00:00:00:02

10.0.0.1
00:00:00:00:00:01

10.0.0.3
00:00:00:00:00:03



How ARP works?

% Unicast Reply from concerned host

| have IP 10.0.0.2
My MAC is 00:00:00:00:00:02

10.0.0.2
00:00:00:00:00:02

10.0.0.1
00:00:00:00:00:01

10.0.0.3
00:00:00:00:00:03




What is ARP cache?

% ARP cache : updated

10.0.0.2

\
wgP ReP 00:00:00:00:00:02

10.0.0.1
00:00:00:00:00:01

10.0.0.3
00:00:00:00:00:03

10.0.0.2 00:00:00:00:00:02 dynamic




[ Ethernet : 1 J

ARP Packet

TARGET HARDWARE ADDRESS

(OCTETS 2-5)

TARGET IP ADDRESS

Size : 28 bytes

- 32 BITS >
8 8 8 8
HARDWARE TYPE PROTOCOL TYPE IP : 0X800 J
HARDWARE PROTOCOL 4 N
ADDRESS ADDRESS OPERATION OPCODE
LENGTH LENGTH
LENG 1: ARP Request
SENDER HARDWARE ADDRESS
(OCTETS 0 - 3) 2: ARP Reply
. /
SENDER HARDWARE ADDRESS SENDER IP ADDRESS
(OCTETS 4-5) (OCTETS 0-1)
SENDER IP ADDRESS TARGET HARDWARE ADDRESS
(OCTETS 2-3) (OCTETS 0-1)



Why is ARP vulnerable?

“* ARP is a stateless protocol

o Hosts cache all ARP replies sent to them even if they
had not sent an explicit ARP request for it.

“* No mechanism to authenticate their peer



ARP-based Attacks

% ARP Spoofing

¥ Man-in-the-Middle Attack

>

Denial-of-Service Attack

>

MAC Flooding ( on Switch)

>

ARP Flooding

% DoS by spurious ARP packets



ARP Spoofing

s Attacker sends forged ARP packets to the victim

| have IP 10.0.0.3

My MAC is 00:00:00:00:00:02

Victim

10.0.0.1
00:00:00:00:00:01

10.0.0.2
00:00:00:00:00:02

Attacker
0.0.0.3 00:00:00:00:00:02 J)dynamic




Man-in-the-Middle Attack

00:00:00:00:00:01 ) dynamic

10.0.0.2
00:00:00:00:00:02

10.0.0.1
00:00:00:00:00:01

10.0.0.3
00:00:00:00:00:03

10.0.0.2 00:00:00:00:00:01 ) dynamic




Man-in-the-Middle Attack

. . N
% Session Hijacking 10.0.0.3  00:00:00:00:00:01) dynamic

10.0.0.2
00:00:00:00:00:02

10.0.0.1
00:00:00:00:00:01

T—

10.0.0.3
00:00:00:00:00:03

TYPE

10.0.0.2 00:00:00:00:00:01 ) dynamic

Attacke \
To

10.0.9 5




Denial of Service

% A malicious entry with a non-existent MAC address can lead to a
DOS attack

| have IP 10.0.0.3

Victim

10.0.0.1
00:00:00:00:00:01

ARP Reply 10.0.0.2

00:00:00:00:00:02

<€
TYPE Attacker

dynamic

0.0.0.3  XX:XX:XX:XX:XX:X




Denial of Service

* Victim unable to reach the IP for which the forged packet was
sent by the attacker

10.0.0.1
00:00:00:00:00:01

10.0.0.2
00:00:00:00:00:02

TYPE Attacker

0.0.0.3  XX:XX:XX:XX:XX:XX) dynamic




MAC Flooding

% Attacker bombards the switch with numerous forged ARP packets
at an extremely rapid rate such that its CAM table overflows

10.0.0.1

00:00:00:00:00:01

_

00:00:01:01:01:01
2 00:00:02:02:02:02




ARP Flooding

s Attacker sends numerous forged ARP packets at the victim such
that its ARP cache overflows leading to ARP Cache Poisoning

+* Results in Victim unable to contact other hosts

10.0.0.1

00:00:00:00:00:01 :

Attacker

e e

10.0.11.12 00:00:01:01:01:01
10.0.11.15 00:00:02:02:02:02




DoS by spurious ARP packets

s Attacker sends nhumerous spurious ARP packets at the victim
such that it gets engaged in processing these packets

% Makes the Victim busy and might lead to Denial of Service

10.0.0.1

00:00:00:00:00:01

Attacker
Busy

Processing



EXISTING TOOLS AND TECHNIQUES




IEXISTING TOOLS AND TECHNIQUES

» Static ARP Cache entries—
» Huge administrative effort
» Does not scale on a large dynamic network

» One new/changed host affects all the hosts

» Port Security -- Bind switch port to specified MAC address and shut down
pot in case of change in MAC address of a transmitter IP.

» If the first packet sent has spoofed IP-MAC pair, then genuine packets
may be dropped.



|IEXISTING TOOLS AND TECHNIQUES

» ARPWATCH

» maintains a database with IP-MAC mappings

» any change detected is reported to administrator using syslog/email
» ARP Defender

» Hardware device running ARPWATCH
» ArpGuard

» keeps track of a MAC-IP mappings and alerts changes and invalid
mappings

If the first packet sent has spoofed IP-MAC pair, then genuine packets
may be dropped.



EXISTING TOOLS AND TECHNIQUES

» Signature and Anomaly based IDS

» High number of false alarms

» Modifying ARP using Cryptographic Techniques
» Secure-ARP - Digital Signature for authentication

» Ticket-based ARP — Tickets from Ticket-issuing Agents

Calls for Replacement of entire Network Stack
Additional overhead of cryptographic calculations

Change Standard ARP



IEXISTING TOOLS AND TECHNIQUES

» Active Spoof Detection Engine
» Send TCP SYN packets to probe IP-MAC pairs
» Receive SYN/ACK if port is open or RST if closed
» No response => malicious host
Violation of network layering architecture

» Active Man in the Middle Attack Detector

~ IDS finds Systems with IP forwarding enabled

- Spoof the ARP cache of all such systems: Now all traffic forwarded
by such systems reach IDS

Additional network Traffic

Difficulty in poisoning ARP cache of the attacker



i Motivation: What is Required in an IDS for

ARP attacks

o Should not modify the standard ARP
o Should generate minimal extra traffic in the network

o Should not require patching, installation of extra
software in all the systems

o Should detect a large set of LAN based attacks



ARP ATTACK DETECTION

USING DISCRETE EVENT SYSTEM




Network Architecture

o Port Mirroring is enabled at the switch
o E is working as IDS

IDS
Monitor Port

Probe Port
Switch

B D

Attacker



Test Scenario

PS 3: PRS- R
4

A o E L
P5 4: PRSP/
P51: ESP

4 B A D ‘é!:l’RQP

TABULATION OF THE PACKET SEQUENCES AND EVENTS IN THE EXAMPLE

PS: Events SRC IP | SRC MAC | Dest IP | Dest MAC
PS 1I: RSP [P B MAC D [P A MAC A
PS 22PRQPFP IP E MAC E IP B —

PS 3:PRSP [P B MAC B IP E MAC E
PS 4 PRSP [P B MAC D IP E MAC E




~._ Unicast packet? _—

ARP Request Handler

-'..—.x.
| ARP Request |

M .

"~ wa dor
alformed or .

!.I

us=Malformec

NO

-5 SRC IP and SRC
MAC that of the

-

YES
Y

EXIT

Event RQP
Event PRQP

ow<

~ IsSRCIPin

Authenticated
Table?

MO

IsSRCIPin
"~ Spoofed Table?

NO
Y

VERIFY IP-MLAC

" Is corres ponding
MAC matching?

NO
Y

VESm<_ e

YES

Status = Spoofed

Event DTD

Send Probe Request to RQPirs

Event DTD

¢ . -
slatus = Ganuind

Store RQP
In AUTHT

. Store RQP
In SPOOFT



ARP Response Handler

" ARPReply |

] Malformed
packet?

-.,__._-I-.____.-- -
MO
'T-

~1s SRC IP and SRC ™
MAC that of the

-_'r Nl:ll-::::__._
IDs? ' '

-

.

YES
Y

EXIT

’—‘FE){ Status=Malfo
T |55né:;::ahk“xuxxh T
' Authenticated o YESHT

Tahle?

NO

_ Is SRC 1P in -
"~ Spoofed Table? -~

MO
Y

Event DTD

Is corres panding\ VESH

- Status = Genuine
MALC matching? >tatu n

T Store RSP
NO In AUTHT

Store RSP
In SPOOFT

YES

Event DTD

Event RSP ‘
Event PRQP

VERIFY IP-MAC

‘ Send Probe Request to RSPirs



Test Scenario (Revised)

PS 3: PRS- R
4

A o E L
P5 4: PRSP/
P51: ESP

4 B A D ‘é!:l’RQP

TABULATION OF THE PACKET SEQUENCES AND EVENTS IN THE EXAMPLE

PS: Events SRC IP | SRC MAC | Dest IP | Dest MAC
PS 1I: RSP [P B MAC D [P A MAC A
PS 22PRQPFP IP E MAC E IP B —

PS 3:PRSP [P B MAC B IP E MAC E
PS 4 PRSP [P B MAC D IP E MAC E




DES model: Normal Condition

After T+Trze

PRQP
Frobe Request PROF sent at time T to
; ; Response fo Probe Request from
< = <
verify the Source IP-MAC Pair of RSP Source of RSP received within T+Treg:

>O IP-MAC same as that of RSP
53

PRSP

Already Verified

DTD
If Source IP-MAC Pair of RSP is

PRSP
PEQP . Response 1o Probe Reguest from
Probe Request PRQF sent to verify Source of RSP received within T+ Ty
q"i'.sl.- the Source IP-MAC Pair of RQP at IE-MALC same as that of RQF
R time T '
&E‘Te' sh
""’E
DTD
If Source IP-MAC Pair of RQP is
Already Verifiad
After T+Tq




HES" ]

\‘_* / Aftar T+Twq
T - PRSP
(__"'] — P ","‘:z'\l - 1% Response to Probe Request from Source PRSP
I A RGP . N E g of ROP recaived within T+Treq: 2™ Rasponse to Probe Request from
Request Packet RQP Recaived 5 E IP same but MAC not same as that of ROP Source of RQP received within T+T q
F 1 o IP-MAC same as that of RQP Y
5 8 | 6 — )
T R )
Dgng
oo B2 Fal
DTD oIl
If Source IP-MAC Pair of RQP is r %
Already Verified =
O PRSP PRSP
g % 1" Besponse to Probe Request from 2" Pesponse to Probe Request from
E., 2 Source of BOP recebed within T+T .y Source of RQP recaived within T+T
P IP-MAC same as that of RQP N IP same but MAC not same as that of RQOP
e H‘\,,__/"
Aftar T+Toaq

(A) Request Spoofing



DES model: Response Spoofing

| / Rfiar T+ T
C o D PRSP

- B RSP 1" Pasponse to Probe Request from Source PRSP
_1‘_ Response Packet RSP Recaived e 3 of ASP raceived within T+T .4 2" Response to Probe Request from
=& IP same but MAC not same as that of RSP, Source of RSP received within T+T.q: _
= @ £ IP-MAC same ag that of RSP £\
& EE‘ H®| o= T
Fo S
T &5
o4
SRR
DTD T oy
If Source IP-MAC Pair of RSP iz iy
Already Verified =2 PRSP
g @ 1" Response to Probe Request from 5 Rlespons tPI:FESI:: A i
g5 Source of RSP received within T+ T Bsponse 1o Frobe mequast ram
- IP-MAC same as that of RSP B Source of RSP received within T+T,.; ~
g N IP same but MAC not same as that of RSP o
Hslll F ﬁq“l h__ .“1'5“ |
N S A
After T+T oq

(B) Response Spoofing



Demonstration by Screen Captures

e C:AWINDOWSAsystem32\cmd.exe

"Local Area Connection 2"
C:xDocuments and Settings“szantoshXipconfig —all
Wlindows IP Configuration
Host Mame . . . . . ramakrishna
Primary Dns Suffix
Mode Type . . .

IP Routing Enabled.
WINS Proxy Enabhled.

Unknown
Mo
Mo

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

Description . - - . . . . . . .
Ethernet HNIC

Physical Address. .

Dhcp Enabled. . .

IP Address. . . .

Realtek RTL8169-8118 Family Gigahit

28-FB-A6—34-A1-47
Mo

282 .141 81 .128
255.255.248 .8

202 141 _8@_15

282 .141 _8@._9

Subnet Mask . .
Default Gateway
DNS Servers . .

C:sJDocuments and Settingsssantosh>




Demonstration by Screen Captures

Addsz the host and associates the Internet address inet_adde
with the Physical addressz eth_addr. The Physical address is
given asz 6 hexadecimal hytes separated by hyphens. The entry
is permanent.

eth_addr Specifies a physical address.

if _addr If present, this specifies the Internet address of the
interface whosze addreszs transzlation table zshould be modified.
If not present, the first applicable interface will he used.

Example =
> arp —s 157.5L5.85_212 Al-aa-@A0-62—ch—A? .... Adds a static entry.
> arp —a «==-- Displays the arp tabhle.

C:sDocuments and Settings“santoshXarp —a

Interface: 202 _141 _81_1280 —— Bx2
Internet Address Physical Addre=ss
202 141 _88.15 #8-A1-f4-38-95-19
202 141 . 88.21 BB-13-72-53-1bh-72
202 141 _88.79 20—fd-f1-1f-58-83
202 141 _88.116 B8-19-aa—d?7-3Je—-18
202 141 _81.5 BB-23-8b—41-hf 5S¢
202 144 81 .211 H8—1e—-Wb—ff-64-81
202 141 81 .217 20—fd-fi1i-1f—-4f-61

G JDocuments and Settings“santosh>»




Demonstration by Screen Captures

o (CAWINDOWSAsystem 32\emd. exe

:»Documents and Settingsssantoshl}arp —d

:»Documents and Settingsssantoshliarp —a
o ARP Entriesz Found

t“Documents and Settingsszantoshi>_




Demonstration by Screen Captures

o (CAWINDOWSAsystem 32\emd. exe

:»Documents and Settingsssantoshl}arp —d

:»Documents and Settingsssantoshliarp —a
o ARP Entriesz Found

t“Documents and Settingsszantoshi>_




Demonstration by Screen Captures

e C:AWINDOWS\system32\cmd. exe

C:sDocuments and SettingssszantoshXping 202.141 _.8@A.15
Pinging 202_.141 .88.15 with 32 bytesz of data:

Reply from 202_.141 . 88.15: hytes=32 time<imz TTL=64
Reply from 202 ._.141 .88.15: hytes=32 time=16mz TTL=64
Reply from 2802.141 .880.15: hyte==32 time<ins TTL=64
Reply from 202_.141 . 88.15: hytes=32 time<imz TTL=64

Ping statistics for 202_.141 _.8A.15:

Packets: Sent = 4, Received = 4, Lost = B {Bx loss).
Approximate round trip times in milli—seconds:

MHinimum = Bms,. Maximum = 16ms. Average = 4ms

C:sDocuments and Settingsssantozhrarp —a

Interface: 282 _141_81.12080 —— Bx2
Internet Address Phyzical Address
202 .141 .86_15 #8-01-f4-38-95-19
202141 .81 .5 B8-23-8bh—41-bhf-5d
202 .141 .81 _.211 B8-1e-8Bbh—ff-64-81

C:~JDocuments and Settingsssantosh>




Demonstration by Screen Captures

& HSWINNT System 32 cmd.exe

H:\>ipconf ig
Windows 2086808 IP Configuration
Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix ~

IP Address. . . . &« & =« o« - S I Y R
Subnet Mask . . . . . .« .« -« . . : 255.255.255.8
Default Gateway . . . . . . . . : 192.168.1.138

H:N\>arp —-a

Interface: 1922.168.1.1 on Interface Bx10600A3
Internet Address Physical Address T ype
192.168.1.160 AB-B2-b3-20-23—-c2 dynamic
192.168.1.14 He-86-29-25-60-47 dynamic
192.168.1.138 AA—-920-dB-23—-d4—eb dynamic

NP




Demonstration by Screen Captures

*\ |ettercap prompt - ettercap

C:\Program Files“ettercaprettercap
ettercap B.6.a <c2> 2002 ALoR & NaGAH
List of available devices =

——> [devB] — [NDIS 5.8 driver]
——2 [devl] — [Intel<R> PRO Adapterl

Please select one of the above, which one 7 [B]:




Demonstration by Screen Captures

= ] ettercap prompt - ETTEEEAP

ett61cap E 6.a

— 4 hosts in this LAN <1%22.168.1.18 : 2Z55.255.255.8)

Host: Unknown host <(192.168.1.1> - #A8:20:18:8A:-12:78
Host: Unknown host <{192.168.1.138)> :- 88:98:DA:23:D4:Eb6




Demonstration by Screen Captures

[qQ1[F18]
[returnl select the IP
[space ] deselect the IPs
[tabh] switch between source and dest
[af] ARP poisoning based sniffing
. for sniffing on switched LAN
. for man—in—the—-middle technique
IP based sniffing
MAC based sniffing
Only poisoning — no sniffing
delete an entry from the list
Packet Forge
run a plugin
05 fingerprint
passive host identification
check for other poisoner...
refresh the list
save host list to a file
this help screen




Demonstration by Screen Captures

= | ettercap prompt - ETTERCAP

ettercap B.6.a

4 hosts in this LAN <192.168.1.18 - 255.255.255.8)

FingerPrint 192.168.1.1

Operating System: Windows NI4 or 95/98/98%5E
Windows 26808/8P/ME

Network Adapter = Cis Technology Inc.

Host: Unknown host <(192.168.1.1> : 809:28:18:8A:12:7/8
Host: Unknown host <{192.168_.1.138> : A8:98:DA:23:D4:-Eb




Demonstration by Screen Captures

['5:-” ettercap prompt - ettercap

_ uliarL _
192.168.1.1 #R:20:18:8A:-12:78

192.168.1.138 BR:90:D08:23:D4:Eb
4 hostes in this LAN C(192.1068.1.18 & 2Z55.250.250.8)

Unknown host <192 .168B.1.1> : PAA:2A:18:8A:12:78
Unknown host <(192.168.1.138) : B8:99:D8:23:D4:Eb




Demonstration by Screen Captures

0 etbercap prompt - ETTERCAP

1iv2.168.1.1 OrYr
:i_l'rj_rla-]i".gu'ulll_g'l-'  — 1111t ]'ljl‘ ¢ ARP H|1 il E
ettercap2 . 168.1 138 OM

4 hosts in this LAN <192.168.1.18 : 255_255.255.8)




Demonstration by Screen Captures

H:“2>ipconf ig
Uindows 2008 |IP Conf iguration
Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix -
IPAOArESS. &« & &« = = = = = = =» = = 192.168.1.1
oubnet Mask . . . . « « « « « = : 2UD.£09.490.8

Default Gateway . . . . . . . . . = 192.168.1.138
H:nJarp —a

Interface: 192.168.1.1 on Interface Bx1888843
Internet Hddress Fhysical Hddress i ype
1?2 153 1 lE (515 EE h3 EE EJ LE dynam@ﬁ

- |
] .F.n‘ . I1I11' . 1'“"1 fHI .|‘ l |I1'l ".Ii' LTS A L.

192 .168. 1'1Jﬂ @3-@2 b3 -23-23 ¢ 2 dynamic

- N ™
H:\D




Demonstration by Screen Captures

H:\>1ipconfig

Windows 2088 IP Configuration
Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IP Address. . - &« « & & -« - .
Subnet Mask . . . . . . . . . -
Default Gateway . . . . . . . .

122.168.1.1
255.255.255.9
192.168.1.138

H:~\>ftp ftp.inter.net.il

Connected to www.inter.net.1il.

220 Welcome to wuww.inter.net.il FTP service.
User (www.inter.net.il:<{none2?: anonymous
331 Please specify the password.

Password:

238 Login successful. Have fun.

ftp>




Demonstration by Screen Captures

192.168.1.1
> — ettercap2.168.1.138

4 hosts in this

USER:
PASS:

anonymous
mypass

ettercap B.6.a

doppleganger — illithid (ARP Based|
ON

LAN <192.168.1.18 : 255.255.255.8)
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